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Usage Instructions
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Introduction to FHIR

Fast Healthcare Interoperability Resources (FHIR) is gaining popularity around the globe as
the standard healthcare data exchange.

o FHIR is also mandated in the US through the 21st Century Cures Act HHS final rule.

« AWS’s Open-Source Interoperability team led by Mr. Angus McAllister developed a new
open-source project, FHIR Works on AWS, that can help accelerate the use of FHIR in
customer solutions.

« AWS expects health companies and services providers to be able to quickly deploy
FHIRWorks on top of existing systems to become compliant and leverage the advantages
of healthcare data standardization.

e FHIR solutions like FHIRWorks will help improve population health, digital health
measures, precision medicine initiatives, better care coordination, efficiency improvement
and event driven healthcare.

Cost and Pricing

Exafluence does not charge for this product, the charges will be applicable based on the usage
of AWS and MongoDB services.
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Pre-Requisites & Configuration

1. Login to AWS console with your username and password.
2. The user should be added to security policy (Secret key and access key)
3. Make sure you are in the preferred region us-east-1

S3 bucket

i.  Click on S3 bucket service in AWS console

ii.  Click on create bucket
iii.  Give a bucket name and click on create.Eg: Bucketname - awscft
iv.  Once the bucket is created successfully, Create a folder for storing sparklogs
v.  Eg:spark Logs is the folder name Inside this path all the logs files will be stored.
vi.  All the CVS files will be storing automatically inside the bucket with name

SparkEMR/CsvSource
vii.  (Note: No need of creating a folder for CSV files)
viii.  Click on create folder Eg: awsfhir

iX. Inside the folder (awsfhir) upload the master-stack.yaml
(Note: Which is downloaded from marketplace CFT deployment template)

Secrets Manager

1. Go to Secrets Manager in AWS console.
2. click on secrets and create a new secret by clicking store a new secret.
i.  Select other type for secret and add give key/value as
Key:
1. MongoAtlasURIAS
2.MongoAtlasURIDB
(Note: Naming should be given as mentioned above)

1. Value:
mongodb+srv://username:password@clustername.opswijr.mongodb.net/oauthUsers
2. Value:

mongodb+srv://username:password@clustername.opswijr.mongodb.net/

(Note: oauthUsers is the collection name it has to be given the same)

ii. Click on Next

iii. Give the secret name Eg: AwsSecrets

iv. Click on next and review the data and click on store
v. Successfully creation of secrets is completed.

4. Check if previous CFT deployment's DynamoDB tables exist delete them.
i. Go to DynamoDB service in AWS console and delete the tables related to CFT
deployment process of FHIR.
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5. Create or use an existing PEM file.

I. To create a new PEM file, Open EC2 instance
ii. Under network & Security click on key Pairs
iii. Click on Create Key Pair
a) Enter key pair name
b) Select RSA for key pair type
c) The private key file format is .pem
d) Click on create key pair, Key pair is successfully created.

6. Make sure you have at least 2 available Elastic IPs in the selected region.

Cloud Formation Delivery

1. Search for Cloud Formation service in AWS console

i.  Click on create stack with new resources (standard).
a) Under Prepare template choose Template is ready
b) Template source is Amazon S3 URL
¢) Under Amazon S3 URL
i.  Go to your S3 bucket, open master-stack.yaml file copy the object URL
of master-stack.yaml

2. Click on next.

3. Under Specify the stack details
i.  Give the Stack name. Eg: awscft
ii. Fill the Parameters as follows

A)  Basic configurations
i Environment name: dev (pre defined)
ii.  Availability Zones : Choose us-east-1a & us-east-1b
iii.  SSH Key name: PEM File name (note: Pre-requisites point-no:
7)

B)  VPC network configurations
i.  Number of Availability Zones: 2

» Pre defined values:
i. VPCCIDR: 10.0.0.0/16
ii.  PrivateSubnet1CIDR: 10.0.0.0/19
iii. PrivateSubnet2CIDR: 10.0.32.0/19
iv. PrivateSubnet3CIDR: 10.0.64.0/19
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v. PublicSubnet1CIDR: 10.0.128.0/20
vi. PublicSubnet2CIDR: 10.0.144.0/20
vii. PublicSubnet3CIDR: 10.0.160.0/20

C)  Container Configurations

I. EMRPEMFILE: PEM file name ( note: Pre-requisites point-no: 7)
ii. APPS3AWSREGION: us-east-1

iii. APPS3PATH: SparkEMR/CsvSource

(note: value should be given same; refer Pre-requisites point-no 4)

iv. APPS3BUCKETNAME: Give the S3 bucket name
(note: refer Pre-requisites point 4)

V. APPS3SPARKLOGSPATH: Give the URL of SparkLogs
(note: Copy the S3 URI from S3 bucket under sparklogs)

vi. Database SecretlD: AwsSecrets
(note: refer Pre-requisites Point-no 5)

vii. Database ASSecretlD:MongoAtlasURIAS [Id of MongoDB
connections]
(note: refer Pre-requisites point-no 5)

viii. DatabaseDBSecretID:MongoAtlasURIDB [Id of MongoDB
connections]
(note: refer Pre-requisites point-no 5)

» Pre defined values:

ix. Database name: AwsFhirWorks

X. APPS3SPARKJARPATH:s3://exf-aws-marketplace/aws-
fhirworks-cft/0.1.0/artifacts/SparkDataProcEMR-0.1.0.jar

xi. LoadSampleData: true

xii. S3BucketName: exf-aws-marketplace

xiii. S3BucketRegion: us-east-1

xiv. S3KeyPrefix: aws-fhirworks-cft/0.1.0/

4. Click on next
5. Configure stack options page will appear and click on NEXT.

6. At last Review page opens, check all the parameters that you have filled and acknowledge
the check boxes and click on submit.

7. A main stack followed by 5 nested stacks will be created. Once all the stacks got created
successfully, The CFT Deployment gets completed.
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Pre-Deployment checks

1. Enable cors through API Gateway
a) Open API Gateway
b) Click on dev-fhir-service
c¢) Click on Actions and Enable CORS for all the methods
d) Finally click on Deploy API and choose dev in Deployment stage and save.

2. Frontend ALB URL
a) Go to Ec2 instance
b) Click on Load Balancers
c) Copy the DNS name and give port-no: 8080
(Format: DNSname:port-no).
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Application Usage:

Start EXF-FHIR Portal:

Step 1: Open EXF-FHIR Portal , If new user Click on create one and create an account using
Email address and Password.

# Database Deploymen X # MongoDB CRUD Oy x ¢ Update Methods — I X [l ExplanationOfBenefit X il Load balancers | EC2 | X i FHIR
Iyt g P P P! L

= C A Notsecure | ecsalb-1636603734.us-east-1.elb.amazonaws.com:8080

B FHR @ psy [ AwS | Docker [ Whitesource [ Ai

Sign in
Email address
E :'d a

Password

Welcome to a8 ®

e

Sign In With Microsoft

Ia
=

Do you Have Account? create one

04:14PM

£ Type here to search - i - ) A~ 8D NG 14 0o 2003 B

Step 2: Once the user is created with respective Email and Password click on Sign up, Then
the user is created successfully.
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< cC AN ecsalb-1636603734.us-east-1.elb.amazonaws.com:

B FHR @ pay B AWS [ Docker [ Whitesource [ Ai Other bookmarks

@ Created successfully...
——agee

Email address

L4 .
(gﬂ A exffhir@exafluence.com

Password
Welcome to [T @
EXF_FHlR Portal Verify Password

Sign Up

Step 3: Now go to Sign-in page and login with the respective credentials.

s-east-1.elb.amazonaws.com:

B FHR = pay B Aws B Docker [ Whitesouce [ Ai B Other bookmarks

Sign in

Email address

o .
Q A exffhir@exafluence.com

Password
Welcome to = RE @
i
Sign In
or

Do you Have Account? create one

Step 4: Once the user logged in the EXF-FHIR portal opens.
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]

> pay B AWS [ Docker [ Whitesource [ Ai B Other bookmarks
EXAFLLENCE-FHIR ® exfhi
exfthir @ Sign out
Powered By .mongnDB @
Patient Information ~ Add Custom Attributes Map Non-FHIR to FHIR data  Load FHIR JSON Bundles Data Load Status
— a BE
GENDER  Male GENDER  Male GENDER  Female
DOB  3/29/1946 DOB 12/10/1945 DOB  10/24/2002
Mr. Aaron697 Mr. Aaron697 )
Stiedemann542 PHONE  555-213-2064 Brekked96 PHONE 555-G77-3119 Abby752 Kuvalls369  ponE  555-508-9552
ID 41166989-075d-4d17- ID  2f215bc7-8866-461a- ID  2b083021-e03f-4991-
bade-.. 9000-.. b#49-..
J
GENDER  Female GENDER  Female
DOB  7/4/1921 DOB 11/9/1998
Mrs. Barabara924 .
Terry864 PHOME  535-225-4893 MaHmal PHONE
ID  e2bofada-4086-4f32- ID 14604da0-0a81-4bag-
9030-... 80c2-...

© Copyright 2023

Step 5: Open Non-FHIR to FHIR data, to map the spark data and click on Upload CSV.

< C A No

FHIR & pa AWS
pay

ecsalb-1636603734.us-east-1.elb.amazonaws.com:

B Docker

B White source

A

B Other bookmarks

EXAFLUENCE-FHIR

@ exffir
Powered By 9 mongoDB -

O Sign out

Patient Information ~ Add Custom Attributes ~ Map Non-FHIR to FHIR data ~ Load FHIR JSON Bundles  Data Load Statu

Map Non-FHIR to FHIR Data

@ Fetching Records...

Source
& Upload CSV

Target

Select a resource type

© Copyright 2023
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Step 6: Select the respective resource CSV source file(Patient) once uploaded a pop up will
appear with message file uploaded successfully. Then select the Target based on source file
and click on Map.

& C A Not re | ecsalb-1636603734.us-east-1.elb.amazonaws.com:2080 2 ¥ O @ :

B FHR @ pay [ AWS [ Docker [l Whitesource [ Ai I Other bookmarks

EXAFLUENCE-FHIR

Powered By # mongoDB

@ exffiir @ Sign out

Patient Information Add Custom Attributes Map Non-FHIR to FHIR data Load FHIR JSON Bundles Data Load Statu:

Map Non-FHIR to FHIR Data

@ patients.csv file uploaded successfully

Source

1 Upload CsV

# patients.csv
Target

Select a resource type

© Copyright 2023

Step 7: After clicking on Map then select bulk load for loading the data and select the type
based on field name.

&« C A Notsecure | ecsalb-1636603734.us-east-1.elb.amazonaws.com:3080 » w O @ :
B FHR & pay W AwS [ Docker [ Whitesource [ AV B Other bookmarks
EXAFLUENCE-FHIR ® i
exithir @ Sign out
Powered By ‘mongaDB -
TN O O e e oA
Source
In which way do you prefer to process your load ?
X, Upload CSV .
(®) Bulk Load Real-Time Load
@ patients.csv Note : To the id, it is mandatory to map the primary key that is present in the uploaded CSV file to maintain Referential Integrity.
Target . .
g Field Name Type Field Name Type
Patient Id GENDER
m BIRTHDATE BIRTHPLACE
DEATHDATE ADDRESS
S5N CITY
NRIVFRS. STATF

@: Copyright 2023
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Make sure you select Official Use for the Name, Identifier, etc. For Address choose Work
Use type.

& c east-1.elb.amazonaws.com:

B FHR a pay W Aws [ Docker [ Whitesource [l Ai
EXAFLUENCE-FHIR & o © sanon
Powered By # mongoDB.

lent information ustom riputes ap Non- (o] dl oal undles da Loa us

Map Non-FHIR to FHIR Data

Source

DEATHDATE ADDRESS acldress_workUse_line
A, Upload CsV
85N cary address_warkUse_city
# patients.csv
DRIVERS STATE adldress_workUse state
Target
PASSPORT COUNTY address_workUse_country

Patient
PREFIX name_officialUse_prefix B bddress workUse_postalcode
m FIRST name_officialUse_given LAT

LAsT name_officialUse_family LON

SUFFIX name officiallise suffix HEALTHCARE EXPENSES

© Copyright 2023

Step 8: Click on submit, If the process is success then it will pop with unique Spark Job Id.

&« (&) ecsalb- east-1.elb.amazonaws.com:

B FHR = pay W AWS M Docke o B Other bookmarks

EXAFLLUENCE-FHIR @ exfhir  © Sign out

Powered By (] mongeDB

Spark Job |d : 3d3d8i5f
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Step 9: Now to check the Job details go to Data Load Status, this shows all the data related
to spark submissions.

ecsalb-1636603734.us-east-1.elb.amazonaws.com:8080 = a

B FHR & pay B Aws [ Docker W Whitesource [ Ai B Other bookmarks

EXAFLLENCE-FHIR @ exffhir @ Sign out
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Patient Information Add Custom Attributes Map Non-FHIR to FHIR data Load FHIR JSON Bundles Data Load Status

Job Details

SparkJoblD Submitted Time ¥ ClusterlD Metadata Resource Type Status Action
3d3d8isf 2/14/2023 4:28:15PM cluster-j-2ZJ2QGIMD530K Mapping Details Patient < Running
7h3dsi7h 2/14/2023 4:26:01PM cluster-j-22)2QGIMDS30K Mapping Details Patient ¢ Running
3d4e2¢9) 2/13/2023 2:21:32PM cluster-j-3A00JKSXSFAPW Mapping Details Patient © Running
696557 2/13/2023 1:42:46 PM cluster-j-3R0INTUBCAIPS Mapping Details Patient © Running
4e032c8i 2/13/2023 1:32:42PM cluster-j-3R0INTUBC4P8 Mapping Details Patient © Running
5f7h2clb 2/13/2023 1:31:18PM cluster-j-3R0INTUBCAPS Mapping Details Patient © Running

Step 10: Finally the data related to the resource(patient) will be now visible in Patient
Information.

ecsalb-1636603734.us-east-1.elb.amazonaws.com:2

B FHR @ pay B AWS I Docker M Whitesouce [ A I Other bookmarks
Eﬁﬁ:rtgsyfgnfgﬂ[lg @ exfinir @ Sign out

Patient Information ~ Add Custom Attributes Map Non-FHIR to FHIR data Load FHIR JSON Bundles Data Load Status

gender city
GENDER  Male GENDER  Female GENDER  Male
DOB  3/29/1945 DOB  10/24/2002 DOB 12/10/1945
M. Aaron697 N Mr. Aaron697
Stiedemann542 PHOMNE  555-213-2064 Abby752 Kivalis369  pyoNE  555-508-9552 Brekked96 PHONE  555-677-3119
ID 41166989-975d-4d17- 1D 26083021-e93f-4991- ID  2fal5bc7-8866-461a-
£9de-... bR4D-... 2000-...
J J J
GENDER  Female GENDER  Male GENDER  Male
DOB  7/4/1921 DOB 5/25/1989 DOB  11/14/1983
Mrs. Barabarad24 Mr. José Eduardo181 . p
Terry864 PHONE  555-226-4893 Gomez206 PHONE Mr.Milo271Feil?94  pyone
ID  e2b0f8da-4986-4f32- 1D 1d604da9-9a81-4ba9- ID  034e9e3b-2def-4559-
2030-.. 80c2-.. bbZa-..
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